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Foreword

Houlin Zhao
Secretary-General, International
Telecommunication Union (ITU)

Improved health and well-being underpin a number
of the Sustainable Development Goals (SDGs) as
well as the obvious, health-related goal of Universal
Health Coverage (UHC), SDG3, which aims to
“ensure healthy lives and promote well-being for
all at all ages.” Broadband represents a powerful
means to accelerate progress toward the attainment
of the SDGs. We need to look at innovative cross-
sectoral strategies that can leverage the power

of high-speed networks to improve education,
healthcare and the delivery of basic social services
to everyone, especially the poorest people who
need healthcare most urgently. Without significant
improvements in people’s health and, equally,
without information and communications technologies, we cannot achieve the SDGs.

ITU has promoted cooperation through its work with financial players on digital
financial inclusion, its work with local planning authorities on smart cities, and with
its work with key health stakeholders on eHealth issues to develop national eHealth
strategies, initiate mobile health initiatives, fight epidemics (such as Ebola) and study
the impact of electromagnetic fields on human health.

Cross-sectoral collaboration is not easy. Players come from different backgrounds,
with different approaches and priorities, and may understand different things on the
basis of the same words or phrases. Nowhere is this truer than in digital health, where
the needs are great, the investments are significant and lives are at risk. This report
aims to set out the underlying framework for governance conditions which can improve
the introduction of digital health and ensure that it goes as smoothly as possible.

That is why | welcome this report in particular—not just as another academic study of
information technology concepts, but as a practical exploration of the issues around
how eHealth is being implemented and working in a number of countries. It is my
hope that by taking onboard the key messages of this report, stakeholders from all
backgrounds can maximize the chances of a successful introduction of digital health
programs. We call on countries to develop their innovation capacities, digital health
strategies and action plans so everyone can benefit from the digital revolution.
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Ann Aerts
Head, Novartis Foundation

Chair, Broadband Commission Working Group on
Digital Health

The digital age is upon us and it has the potential

to revolutionize how healthcare is delivered. Digital
tools can increase access to health, empower patients,
and provide better health information and education
for all. They can also facilitate the use of real-time
data to ensure that surveillance systems are more
action-oriented and prioritize limited resources.

Despite its promise, however, the digital health
landscape today is highly fragmented. The result is
a myriad of digital health projects and applications
that rarely reach scale and if they were to expand
could even strain the health system. An important
step toward addressing the fragmentation is a national
digital health strategy. These strategies are essential
to facilitate standards for interoperability, regulations and policies to support digital
health solutions.

To help solve these challenges and to uncover how we can truly harness the power

of information and communications technology (ICT) for health, we need a better
understanding of the key elements involved. That is why, in September 2015, we
launched the Working Group on Digital Health at the annual meeting of the Broadband
Commission for Sustainable Development.

We began by conducting a series of interviews with key stakeholders, experts and countries.
At the same time, a thorough literature review and consultations with experts were
undertaken. Together, the results brought us to an inescapable conclusion: with digital
health solutions, we must address the priority health needs of the country; and to do
so we need committed senior leadership from government with sustained financial
resources to ensure a strong national digital health strategy.

A case study analysis from eight countries demonstrates that the success of any
national digital health strategy is dependent on strong intragovernmental cooperation
between the health, ICT and finance sectors. It is clear that, in order for digital health
to scale, investments and expertise are needed from the three sides. We also found
that clear governance mechanisms are needed to support this cross-sectoral work
within a government.

At the Novartis Foundation, we believe optimizing digital health supports our
programmatic and policy work to improve health outcomes in low-income settings.
We have leveraged digital health in most of our programs for the past decade and have
observed first-hand the problem of fragmentation of digital health applications. We see
the need for stronger collaboration between ICT and health policy makers. We are
therefore delighted to have the honor to chair the Broadband Commission Working
Group on Digital Health, with Nokia as co-chair. We hope that the shared experiences
outlined in this report, from different countries and experts with differing perspectives,
will help to achieve what is needed for digital health to realize its full potential and
transform the way the unprecedented scope of global health needs are addressed.
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Rajeev Suri
President and Chief Executive of Nokia

Chair, Broadband Commission Working Group on
Digital Health

When we talk about healthcare and the digital
technology revolution, public policy becomes
deeply personal. It has an immediate, emotional
impact. That is because we have all lost loved ones
who went before their time, and our anguish is
intensified by the knowledge that quicker, more
effective treatment might have saved them.

And it is also because we are moved by the unfair
access to healthcare across the world and sense that
technology and knowledge should be available to any
human being, including the poorest of the poor.

We, at Nokia, believe we have the opportunity to
make a difference by harnessing the power and potential of digital technology to
prevent countless debilitating diseases around the world. There are many components
to the digital health technology framework: cloud platforms, open integration layers,
mobile networks, security and privacy. The new 5G networks, for example, will unlock
the doors to so many possibilities. 5G will make it possible to share the sophisticated
medical techniques currently known only in the richer regions with the remotest poorer
regions in the developing world.

Already we are making strides. The technology is ready and we are experimenting and
promoting small-scale developments around the world to learn how it can best be
applied. As just one example, Nokia has deployed Withings, connected health devices
and services to help corporations promote wellness at home and in the workplace and
to reduce healthcare costs. The next step is to share the technology with every corner
of the globe. To do that we need the leadership of national governments. Health

and telecommunication should be united, working closely with regulators—to avoid
potential roadblocks, change old practices and spread new knowledge on how to
leverage technology for healthcare.

Without a strong drive and vision, nothing can happen.
Nor will it happen unless we nurture a rich culture of cooperation between technology
providers, health organizations, financial institutions and governments—exactly the kinds

of relationships we build through the Broadband Commission Working Group on
Digital Health.

@ Digital Health: A Call for Government Leadership and Cooperation between ICT and Health










ACKNOWIEAGIMENTS ...ttt iv
FOPEWOIA .. ettt ettt ettt ettt ettt Vi
1SV =T /0 USSR USRS 2
EXECUTIVE SUMIMIAIY oottt 4
INEFOAUCTION ..ot 10
Part 1

Developing a National Digital Health Strategy .......ccccoiviiiiiiiiie e, 20

CASE STUAY: INIGEIIA ...t 29
Part 2

Implementing the National Digital Health Strategy and the Role of Governance .....34

Case StUAY: RWANGQA ........c.ccooiiiiiiee e 38

Case study: The PRILIDPINES .........c.ociiiiiiieiee e 43

CaSE StUAY: ESTONIA ..ot 50

Case StUAY: MaIAYSIA .......cooeiiiiii e 54

Case StUAY: CANAC@ .......ccoocoiiiiieee e 60

CaSe SUAY: MaALI ... 65
Part 3

Crosscutting Challenges and Considerations ............ccocooiiioiiiiiiec i 70

CaSE StUAY: INOIWAY ... 73
Part 4

Key Observations and CONCIUSIONS .........c.coiiiviiiiiiee e 80
Part 5

ANINEXES ..ottt 84

Annex 1:

CaSE StUAY SOUICES ..o 85

Annex 2:

Research Methodology and Interviews Conducted .............cccocociiviiicciciiiiie 89

Annex 3:

AAAITIONAL RESOUITES ...t 91

Annex 4:

ABDDIEVIGEIONS ... 92

Annex 5:

Literature Review BibliOGraphy ... 94

Annex 6:

ENANOTES ..ottt 100

Digital Health: A Call for Government Leadership and Cooperation between ICT and Health e




Key Terms

Digital health and eHealth (used interchangeably in the report): Umbrella terms to
encompass all concepts and activities at the intersection of health and information
and communications technologies (ICTs), including mobile health (mHealth), health
information technology, electronic health records (EHRs), and telehealth, and
encompassing three main functions:

e the delivery of health information, for health professionals and health consumers,
through the Internet and telecommunications media,

e using ICTs to improve public health services (e.g., through the education and
training of health workers), and

e using health information systems (HIS) to capture, store, manage or transmit
information on patient health or health facility activities.

Digital health solution: An individual product or service (or combination of multiple
products or services) created to serve a specific health system objective, often
encompassing a set of hardware, software, infrastructure and services required to meet
this objective.

Digital health system: The interrelated set of technologies, processes and structures
within a digital health ecosystem, typically encompassing numerous individual solutions
and organizations.

Governance: The structures, processes, standards, and decision-making authorities
that support, regulate and monitor the use of digital health technologies, operational
tactics, and data sharing. Typical governance components include steering committees
for strategic decision-making, technical working groups (TWGs) to provide expert
advice in key domain areas, and program management units to execute and implement
approved strategies and decisions.

Health information system/Health management information system (HIS/HMIS): A
term encompassing all types of paper and digitized data in the health system including,
for example, diagnostic images, laboratory, clinical and pharmaceutical records, system
administration data, and relevant demographic and other personal data. The term
electronic HIS (eHIS) is sometimes used to refer specifically to digitized data.

ICT/ICTs: Information and communication technologies or digital technologies
including the hardware, software, and networking capabilities that enable mobile
phones, tablets, laptops and desktop computers, as well as servers and other
equipment found in data centers.

Implementing partners: Organizations, including private-sector companies and
non-governmental organizations (NGOs), which are contracted or funded by
governments or donors to implement development programs, including those
with digital health components.

Interoperability: The ability of different information technology systems and software
applications to communicate, exchange data and use the information that has been exchanged.
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Key performance indicator (KPI): A metric that measures progress toward stated
business and organizational goals.

Low and middle-income countries (LMICs): Defined by the World Bank as having a per
capita gross national income below US$12,476 (2017 fiscal year); often referred to as
developing countries or emerging markets.

Monitoring and evaluation (M&E): A system and process that entails tracking
performance toward stated goals and assessing impact.

mHealth: Mobile health, a subset of digital health/eHealth. mHealth services are
accessed by users on mobile devices with platforms such as SMS (short messaging
service) texting services, mobile data applications and tablet computer programs with
specific healthcare functions.

MoH/DoH: The Ministry of Health (MoH), Department of Health (DoH), or other
similar agency charged with overseeing the delivery of health services and improving
healthcare for a country’s population.

MoICT (or DolCT): Ministry (or Department) of Information and Communication
Technologies, often charged with overseeing national strategies and standards related
to the use of ICT within and outside the government.

Semantic interoperability: The ability of devices and systems to exchange data so it
can be accessed, understood, interpreted and acted upon appropriately.

Sustainable Development Goals (SDGs): The successor initiative to the Millennium
Development Goals which concluded in 2015, are a world charter of 17 goals and 169
aspirational targets to be attained by 2030.

Telehealth: The use of telecommunication technologies such as video and imaging to
support the virtual delivery of healthcare services and the provision of health education.

Universal health coverage (UHC): Defined by the WHO as a situation in which “all
people can use the promotive, preventive, curative, rehabilitative and palliative health
services they need, of sufficient quality to be effective, while also ensuring that the use
of these services does not expose the user to financial hardship.2

WHO-ITU National eHealth Strategy Toolkit (WHO-ITU Toolkit): A comprehensive
roadmap for leaders to build a national eHealth (or digital health) strategy.

1. World Bank, Country and Lending Groups, 2017, https://datahelpdesk.worldbank.org/knowledgebase/articles/906519-world-
bank-country--and-lending-groups

2. World Health Organization, What is Universal Coverage?, 2017, http://www.who.int/health_financing/universal_coverage_defini-
tion/en/

Digital Health: A Call for Government Leadership and Cooperation between ICT and Health e




Executive Summary

Digital Health: A call for government supervision or monitoring patient
leadership and cooperation compliance with treatment,
between ICT and health

e optimizing resource allocation and

Digital health, sometimes called lowering healthcare costs through
electronic health or eHealth, is the use more efficient care coordination

of information and communication (e.g., with electronic medical records),
technologies (ICTs) for health purposes.

Wisely and widely used, digital health « improving data management for

can bolster access to healthcare, raise surveillance, reporting, accountability
the quality and diminish the costs of and monitoring, and

providing it and empower patients

to take more responsibility for the « facilitating communications
management of their own health. between health workers,

Figure 1 provides a framework of different specialists and patients.

categories of digital health solutions.

Examples of digital health include:* About this report The Broadband

Commission Working Group on Digital
Health (Working Group) is co-chaired by
the Novartis Foundation and Nokia and
is composed of leading digital health
experts from governments, international
and non-governmental organizations
(NGOs), academic institutions and the
private sector. The Working Group
commissioned Vital Wave to conduct
research and to interview digital health
leaders from twenty countries to explore

e connecting remote, rural and
underserved communities with
referral centers and expert care,

e training healthcare providers
(e.g., by eLearning and mLearning),

e improving quality of care through
digital solutions for diagnosis, clinical
decision support systems, supportive

Report value and audience

Digital health, which is the use of information and communication technology
(ICT) to provide health services, can advance the goal of Universal Health
Coverage (UHC) and improve the quality and efficiency of healthcare services
worldwide. Today, many countries are moving to the complex task of implementing
national digital health strategies, and effective leadership and cooperation
approaches are needed to coordinate the often fragmented ecosystem of
digital health solutions and programs. This report provides insights into the
importance of government leadership, governance, and intragovernmental
cooperation in digital health for government leaders and policy makers at

the intersection of the health and ICT sectors. It draws on the experience

of countries in a variety of geographic and resource settings and builds on
existing digital health literature by shedding light on leadership approaches
and on governance mechanisms for engaging health and ICT stakeholders.
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Figure 1: Digital Health Categories and Solutions
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the role governments play in developing
and implementing digital health. This
report documents the results of the
exploration with a view to providing
practical guidance on leadership,
governance and intragovernmental
cooperation to leaders in health and

ICT who wish to adopt a digital health
strategy. The work conducted in
consultation with the Working Group
produced eight case studies of countries
that have achieved success in developing
and implementing digital health strategies.

The promise of digital health As WHO
points out in a recent report, “It has
become increasingly clear that universal
health coverage (UHC) cannot be
achieved without the support of eHealth."
As leaders confront the Sustainable
Development Goals (SDGs) and the quest
for UHC, digital health has an evident
potential to facilitate the achievement of
these goals.

Mobile connections globally now stand

at 7.6 billion, and mobile broadband
penetration has risen sharply in the

last ten years (Figure 2). Smartphone
penetration is already at 48%, and
predictions are that there will be 5.6 billion

Digital Health: A Call for Government Leadership and Cooperation between ICT and Health e

smartphones by 2020, with 90% of users
in low- and middle-income countries
(LMICs).> The number of mobile health
(mHealth) products and services has
doubled in the past five years in LMICs,*
and there are now over 165,000 mobile
applications for health services.> More
recent advances in technology in domains
such as network speed and efficiency,
cloud computing, device connectivity
and data analytics are accelerating the
conversations and dynamics around the
promise of digital health.

Clinical evidence that ICTs have an

impact on health outcomes is only
starting to surface but is eagerly awaited
by many members of the ICT and health
communities. The impact of ICTs on
expenditures, however, is starting to
emerge. Canada, for example, measured
the cost savings generated by its digital
health investments and reported an
aggregate saving of CANS16 billion since
2007.5 A myriad of studies have forecasted
the cost savings that digital health might
generate, such as a 2013 GSMA study
which estimated that mHealth technology
could result in a US$S400 billion cost
savings over a five-year period in high-
income countries.”




Figure 2: Mobile Broadband Penetration Growth, 2007-2016
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Challenges Despite these benefits,
implementing digital health is not
without its challenges. They include
unsustainable funding, high capital
expenditures, limited workforce capacity
and poor collaboration between the
health and ICT sectors. Moreover,
countries continue to face a proliferation
of uncoordinated digital health projects
resulting in fragmentation, unnecessary
duplication and data silos which hamper
the promise of large-scale health data
analytics. This fragmentation is often
compounded in donor-dependent
countries by a lack of coordination
among external funders, which strains
the healthcare system as healthcare
workers have to spend time on multiple
systems that are often not able to
communicate with each other.

Digital health systems and solutions

are never designed in a vacuum, but

are introduced within existing complex
legacy systems built around static or
historical paper-based records and
images. Although digital health offers
the prospect of long-term cost savings,
it usually requires significant investments
upfront, as well as regular expenditure
on training, maintenance and upkeep.

With the marriage of the ICT and health
worlds, digital health systems have to
navigate through two very different
policy and regulatory worlds. Issues

surrounding information sharing and
privacy must be considered.

It may be essential for medical staff

to communicate within and between
different clinics and hospitals to avoid
potentially life-threatening situations
for their patients. But this asset of digital
health raises concerns about the security
of the data being exchanged and the
rights of patients to privacy where
individual records are concerned.

The role of governments Government
leaders can play a fundamental role in
fostering an enabling environment for
digital health and in resolving some of
the above-cited challenges. They can
help in preventing duplication of effort,
in harmonizing standards to promote
interoperability and in coordinating
stakeholders across both the public and
the private sectors. Governments also
have a role in developing appropriate
legislation to ensure, among other needs,
data protection and privacy, medical
device regulation, reimbursement
policies and security for the exchange
of sensitive health data.

WHO reports that 73 of 116 (63%)
of its member states have defined
national digital health strategies and
corresponding plans to implement
them.® Many governments are now
coming to grips with the task of
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implementing these strategies, but as

the WHO data imply, close to 40% of

countries have yet to develop a digital
health strategy.

The WHO-ITU National eHealth Strategy
Toolkit® provides a comprehensive
roadmap for governments to develop

a digital health strategy. The WHO-

ITU Toolkit identifies seven essential
components that are needed to build

a strategy. This report focuses on the
first component, namely leadership and
governance (Figure 3). Many stakeholders
see this component as the first brick
needed to build a robust digital strategy,
however challenging the task might be.

As a first step toward national digital
health implementation, a national

vision for digital health should align

with the country’s health priorities, as
well as with the existing capacity of the
country’s ICT infrastructure and systems.
A detailed action plan and a monitoring
and evaluation framework can then
address fundamental issues such as
requlation, governance, standards

and interoperability, workforce and
financing. Bringing together multiple
stakeholders from both the ICT and
health sectors is a complex and time-
consuming undertaking and yet essential
if the national digital health strategy

is to be effective. Stakeholders can be

academics, donors, health professionals,
patients, professional associations,
multilateral organizations, NGOs,partner
countries and private-sector organizations.

The case studies demonstrate that

a national ICT framework or plan, if
built in coordination between health
and ICT authorities (e.g., Ministry of
Health, Ministry of Communication,
eGovernment agency), enables common
policies and ICT standards and thereby
supports data interoperability across
systems and programs. Cooperation
between ICT and health ministries also
rationalizes investments and allows for
shared responsibility in their respective
domains and areas of expertise. Clearly
defined governance mechanisms not
only help anchor cooperation between
the ministries but also organize and guide
the complex stakeholder management
aspect of a strategy. Figure 4 summarizes
three critical elements needed to realize
implementation of a national digital
health strategy.

The report identifies three potential
governance mechanisms that can
guide the implementation of a national
digital health strategy (Figure 5), each
presenting advantages and drawbacks.
These governance mechanisms may
change over time and are not intended
to be prescriptive. The country case

Figure 3: WHO-ITU National eHealth Strategy Toolkit Components

Leadership and Governance

Services and Applications

Strategy and
Investment

Standards and Interoperability

Legislation,
Policy and
Compliance

Workforce

Infrastructure
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Figure 4: A Recipe for Success

22020
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Effective governance mechanisms that engage stakeholders,
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studies give examples of governance
mechanisms and describe the elements
needed to implement national digital
health strategies across a variety of
geographical and resource settings. Each
case study tries to answer questions such
as: What elements trigger the political
leadership and commitment to digital
health? How do governance mechanisms
develop frameworks that facilitate
stakeholder management and ensure
that the health and ICT government
entities work in close collaboration? How
do governments address financing and
funding? What are the lessons and insights
that can be shared with other countries?

The following points exemplify how the
eight countries analyzed for this report
have used leadership and governance
to develop and implement digital
health strategies.

e Rwanda provides an example of
how the long-term commitment of
national political leaders to a broad
societal vision for using broadband
and ICTs translates into catalyzing
digital health progress at the national
level, based on accountability at all
levels of the health system.

e Nigeria’'s national digital health
strategy development process,
which unfolded over several years,
exemplifies successful stakeholder

A national ICT framework that facilitates alignment between

Ol0]
L 39
T?T who have clearly defined roles, can help to ensure efficient
\
[ ]
!

.\ health and ICT sectors can promote connectivity and
@ @ interoperability, establish common standards, and enable
appropriate policies and regulations in digital health.

involvement and management in
a highly complex cultural and
political context.

The Philippines’ experience
demonstrates how close cooperation
between health and ICT ministries,
materialized in a joint memorandum
of understanding and governance
mechanisms with clear roles and
responsibilities, provides a solid basis for
effective cooperation in implementing
a digital health strategy.

Malaysia illustrates how

the development of project
management capacity in the
Ministry of Health, aligned with the
country’'s comprehensive ICT and
eGovernment framework, can
deliver steady progress in the
deployment and institutionalization
of digital health solutions.

Estonia highlights the benefits

of a digital health approach based

on a comprehensive eGovernment
framework with basic structural
elements, such as a national
electronic ID and a system architecture,
designed for interoperability.

Norway's experience exemplifies
how a country’s digital health
governance structure can evolve as
the result of an ambitious national-
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scale electronic medical record
design and deployment process.

The complexity of stakeholder
management is reflected in the many
boards and coordination bodies
involved in digital health and the active
involvement of healthcare providers,
professional associations, regional
health authorities and municipalities.

Canada provides an objective lesson
in how pathways to national digital
health implementation can be used in
politically decentralized countries by
creating a separate agency for digital

health. The Infoway agency works with
the country’s provinces and territories
to implement solutions in line with its
national digital health architecture.

Mali illustrates both the advantages
and disadvantages of an independent
agency model and how more
effective donor coordination

could play a role in addressing the
fragmentation and interoperability
issues common to so many donor-
dependent LMICs.

Figure 5: Three Governance Mechanisms

o

Health Ministry
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Mechanism Agency Mechanism Health Agency Mechanism
The MgH drives digital The MaH drives digital The MoH leads health
health and mobilizes health, but is a client to strategy, while a designated
technical capacity and a government-wide third-party agency or
skills from other ministries, technology agency that directorate drives digital
agencies, firms and provides significant ICT health strategy and
organizations to deploy infrastructure and capacity. solution implementation

digital health systems.

Moving Ahead

through its own technical
capacity and resources,

These countries show that success in implementing a national digital health
strategy depends on the presence of committed senior government leaders,

on effective governance mechanisms to facilitate coordination among stake-
holders, and on a national ICT framework promoting alignment between
stakeholders in both the health sector and the ICT sector. The findings and
insights contained in the report provide leaders with an understanding of the
steps and elements needed to achieve these three conditions, illustrated by
real-world experiences and lessons learned. Progress is happening in digital
health, and with that progress comes the real prospect of realizing the potential
of ICTs to achieve global health goals through the SDGs and beyond.
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“The use of eHealth to improve the delivery of health care continues to increase
around the world. In line with the principles of universal health coverage, eHealth
can potentially make health systems more efficient and more responsive to the needs
and expectations of the people they serve.”

Dr. Margaret Chan, Director General, World Health Organization (WHO)

Background: Over the past decade,
great progress has been made in
reducing maternal and child mortality
and infectious diseases such as HIV/AIDS.
Yet low- and middle-income countries
(LMICs) now not only face the threat of
new diseases and epidemics, but also
the rising tide of noncommunicable
diseases which are wreaking a heavy toll
on countries with health systemsill-
prepared to face these threats. In 2013,
the WHO estimated a global shortage
of over 17 million healthcare workers,
mostly in Africa and Southeast Asia.t
Pressures on global health systems are
compounded by the escalating costs

of delivering healthcare and the lack of
sufficient financial resources to meet
these. As national leaders strive to reach
the ambitious health-related targets of
the Sustainable Development Goals,
they are realizing how information and
communication technologies (ICTs) can

support health systems to cope with their
growing disease and cost burdens.

The number of mobile connections

(7.6 billion in 2016) is now nearly

equal to the world's population? and
smartphone penetration is already at
48%. The GSMA projects that there

will be 5.6 billion smartphones in the
world by 2020 and that around 90% of
users will be in LMICs.® Moreover, the
Broadband Commission for Sustainable
Development, in its 2016 annual report,
states that fixed broadband prices have
dropped by 65% over the past five years
and that the majority of countries have
reached the Broadband Commission’s
target of offering fixed broadband services
to their inhabitants at a cost of less than
5% of gross national income per capita.*
Countries are clearly making progress in
lowering the cost of connectivity, with the
ultimate aim of providing all inhabitants
with access to ICT services.®

Figure 6: Growth in Access to Broadband internet
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“Despite the promise and potential of global connectivity, we cannot lose sight of
the fact that nearly four billion people have yet to be brought online. Connecting
the unconnected and bridging the digital divide must be addressed as an urgent
policy priority requiring more innovative public-private partnerships and finance and

investment models.”

Houlin Zhao, Secretary-General of the International Telecommunication Union (ITU)

Meanwhile, access to ICT remains
problematic for many of the world'’s
poor. Mobile broadband costs the
equivalent of 1% to 2% of average
monthly income in high-income
countries versus 11% to 25% in LMICs.®
Some 3.9 billion people remain
unconnected to the Internet, implying
the need for greater efforts to bridge
this digital divide. In the least developed
countries, only 15% of the population has
access to the Internet. In 2016, Internet
usage rates were about twice as high in
developed countries as in developing
countries and more than twice as high
as in the least developed countries.”
The digital divide also disproportionally
affects women and people living in
remote rural areas, even though these
populations could benefit most from
digital access.

One constraint in attempting to

bridge the digital divide is the need for
infrastructure to develop and deploy
more advanced digital health (eHealth),
mobile health (mHealth) and telehealth
applications. This constraint applies to
broadband coverage and also to reliable
sources of electricity.

Another constraint looms large on

the digital health landscape. Although
the 2015 survey of the WHO Global
Observatory for eHealth found that the

number of mHealth pilots was falling
and that more established, larger-scale
projects were being consolidated, digital
health solutions in LMICs are often

still being designed as stand-alone
efforts to solve specific health problems
rather than as part of an integrated
approach to strengthening health
systems.® Countries continue to face

a proliferation of uncoordinated digital
health projects resulting in a fragmented
ecosystem which inhibits scaling and
long-term sustainability.

Exploring the Digital Health Landscape

The Broadband Commission Working
Group on Digital Health, chaired by

the Novartis Foundation and Nokia,
convened leading digital health experts
from governments, international and
non-governmental organizations,
academic institutions and the private
sector for the purpose of producing
this report. The Chairs commissioned
Vital Wave to conduct primary and
secondary research and interviews in
consultation with the Working Group.
The primary research involved interviews
with forty-six digital health experts from
over twenty countries and international
organizations. They represented
government, implementing partners,
donors and transnational regulatory
bodies. Secondary research included a

“Fragmentation in digital health is driven by perverse incentives in the ecosystem.
Until donors collaborate on shared funding to support interoperability and countries
setand publish e-governance standards to guide implementations, we will not solve
the problem of fragmentation. However, multiple point-of-service applications
should be continued—they just need something to plug into.”

Kate Wilson, CEQO, Digital Impact Alliance at United Nations Foundation
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literature review of peer-review white
papers, websites and other sources of
public information.

The literature review identified twenty one
countries with unique attributes of digital
health: Bangladesh, Brazil, Canada, Chile,
Estonia, Gabon, Ghana, India, Kenya,
Malawi, Malaysia, Mali, Mexico, Nigeria,
Norway, Pakistan, the Philippines,
Rwanda, Singapore, South Africa and
Uruguay. These countries represent a
range of demographic, geographic and
economic contexts with varying levels of
maturity in digital health systems.

In addition, case studies from eight
countries at different stages on the path
to institutionalizing digital health were
reviewed in depth: Canada, Estonia,
Malaysia, Mali, Nigeria, Norway, the
Philippines and Rwanda. Countries
researched for this report are depicted
in Figure 7.

This report aims to provide insights
into leadership, governance and
intragovernmental cooperation. Other
topics are explored only if related to
the main focus of the report. Research
outputs and conclusions are based

on the secondary research and on
interviewees' responses.

There are three main parts to this report:
the first touches on the development

of a national digital health strategy and
the second on implementation of such
strategies and potential governance
mechanisms. The third part describes
selected challenges that countries face
when embarking on the development
and implementation of a digital

health strategy related to stakeholder
engagement, financing and workforce
capacity building, along with potential
approaches to addressing them that are
drawn from country experiences and
international best practices.

Digital Health Strategies and the
Role of Government

A change in mindset across sectors and
disciplines and throughout the entire
healthcare value chain is needed to
translate digital health applications into
scalable, evidence-based and integrated
health solutions that yield long-term
public health benefits. Government
leaders can play a fundamental role

in fostering an enabling environment
for digital health by bringing together
stakeholders from the public and private
sectors, academia, civil society and
international organizations.

Strong leadership and governance
can prevent duplication of effort

and harmonize standards for digital
technology. By developing supportive
policies and national-level legislation

Figure 7: Countries Surveyed for this Report
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“The Government of India has launched the Digital India Programme in order to
transform the entire ecosystem of public services through the use of information
technology. We need to transform healthcare by empowering people to become
active healthcare citizens with choice but most powerfully with information and to
take more responsibility over their own health and life choices.”

Shri J.P. Nadda, Union Minister of Health and Family Welfare, India

and regulations, public health services
can incorporate ICT and protect privacy,
security and confidentiality of health
data, as well as promote the exchange of
information. A recent survey found that
the majority of healthcare professionals
(61% in China, 63% in South Africa, and
78% in the United Arab Emirates) believe
that governments should provide citizens
with connected technology to help them
manage their own health.®

As a first step toward national digital
health implementation, leaders can
develop a national digital health

vision and strategy. The annual WHO
eHealth survey for 2015 found that 73
of 116 responding countries (63%) had
developed eHealth strategies, while 76
(66%) had developed electronic health
information systems and 66 (57%) had
developed a national telehealth policy
or strategy (Figure 8).2° The ITU report
for 2016 found that 151 of 196 Member
State countries (77%) had developed
national broadband plans, illustrating
how countries are developing strategies
in both digital health and

broadband connectivity.

Despite these advances, another

2015 digital health survey by the Pan
American Health Organization reports
(PAHO) called for greater institutional
support for the development of national
digital health policies and strategies.*?
Only 61% of the surveyed countries

in the PAHO region had a national
digital health policy or strategy, while
78% of countries had a national policy
or strategy for universal health. In
Africa, WHO statistics show that 24

out of 47 (51%) respondent countries
had developed an eHealth strategy in
2015.8 Housseynou BA, who supports
coordination of eHealth for WHO in the
Africa region, notes, “Although there is
progress, the large majority of countries
in Africa still need to move from strategy
to implementation.”

The WHO-ITU National eHealth Strategy
Toolkit (WHO-ITU Toolkit) provides a
roadmap for leaders seeking to build a
national eHealth strategy.* The WHO-
ITU Toolkit identifies seven essential
components to build such a strategy:

1) leadership and governance, 2) strategy
and investment, 3) legislation, policy and
compliance, 4) workforce, 5) standards
and interoperability, 6) infrastructure,
and 7) services and applications (Figure
9). Although all seven of these are
required, the focus of the report is on
the first component of leadership and
governance, as it is fundamental for the
others to be deployed effectively.

Also, the literature reviews and interviews
and discussions with experts constantly
highlighted leadership and governance as
the main challenge faced by stakeholders
developing and implementing national
digital health strategies.

“The world is changing, and we cannot afford to lag behind. Let us take a giant step
forward to transform our health sector and use ICT to advance medicine. We have the

will and all it takes to achieve this.”

Hon. Isaac F. Adewole, Minister of Health, Federal Republic of Nigeria
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Figure 8: Prevalance of National Digital Health and Broadband Plans
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http://www.broadbandcommission.org/Documents/reports/bb-annualreport2016.pdf. Responses are the
subject of rigorous attempts at standardization, but nevertheless, countries respond according to their own
criteria and view of the policy situation. This means that survey responses should be similar, but may not be
fully consistent at the international scale.

The case studies in this report illustrate strategy: a health ministry mechanism,
how different countries go about a government-wide digital agency
developing and implementing national mechanism, and a dedicated digital health
digital health strategies. They do so in agency mechanism. This report gives a
ways that are consistent with their specific  high-level overview of these mechanisms,
needs, their priorities and their ability to of which the components should be
muster the necessary investments and viewed as a dynamic spectrum rather than
resources. The case studies also outline as a static model.

the catalysts and key performance
indicators (KPIs) which countries can use The Promise of Digital Health
to facilitate the development of a national

digital health strategy and to monitor Recognizing the transformational
its implementation. Three possible potential of digital technology is
governance mechanisms have been important. The digital revolution is

identified as guidelines or frameworks for  spurring an increased demand among
countries seeking to adopt a digital health  individuals and healthcare providers to

Figure 9: WHO-ITU National eHealth Strategy Tookit Components
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What is Governance?

Governance, in the sphere of digital health, is the means by which
intragovernmental and cross-sectoral collaboration is organized by entities that
advise, coordinate, support, regulate, monitor, and implement digital health
services and applications, and ensure the security of the health information

exchange (HIE).

A governance mechanism facilitates the commitment of stakeholders, which

is a critical prerequisite for buy-in, ownership, expertise and outreach through
communication. Stakeholders in a governance mechanism include, but are not
limited to, the public or private sector, academia and professional associations.

access health data and information. For
individuals, there is a desire to manage
their own health, a desire partly fueled
by technology and the ease with which
information can be obtained. With
chronic diseases requiring lifetime
management and compliance with
treatment, digital health can faciitate
personalized care and empower patients
to manage their health.

The number of mHealth products and
services has doubled in the past five
years in LMICs,*>and there are now

over 165,000 mobile applications for
health services.!® Fifty-nine percent of
patients in the LMICs are using mHealth
applications and services versus 35% in
high-income countries.”” Globally, 44%
of mobile users have seen a medical
professional using a mobile device during
diagnosis or treatment,!® and 86% of
clinicians believe that health applications
can facilitate diagnosis.*® Although robust
evidence of the merits of many of these
applications is still lacking, the demand
from patients and providers is expanding.
Research2Guidance, for example,
showed that mHealth application
downloads rose from 1.7 billion in 2013
to 3 billion in 2015.2° There is clearly

a need to meet the demand through
evidence-based digital health solutions.

More recent advances in technology,
such as connectivity and the cloud
domain, can accelerate the potential

benefits of digital health. Several trends
in digital health include mHealth,
connected sensors and devices and the
growing ease with which to capture
information and data.

Connectivity and the cloud domain: As
of November 2015, 89% of the world's
urban population had access to 3G
coverage versus only 29% of the world’s
rural population.?! Progress still needs
to be achieved on 3G and 4G network
coverage but the future holds great
promise—with 5G to be deployed around
2020, future networks are likely to
benefit from high reliability and security,
very high speeds and increased reach
and mobility.

With continuing fiber deployments

that enable gigabyte connectivity, 5G

is poised to enhance digital health. Its
high bandwidth and low latency will, for
example, make high-resolution video
conferencing possible at an affordable
price and will enable patients in rural or
underserved areas to access specialist
care remotely. The reliability of the 5G
network will facilitate the connectivity
of all types of sensors and devices that
will electronically transmit medical data,
generate alerts, and give advice on
medication intake or on other issues.
Future technology will also facilitate
point-of-care testing where diagnostic
tests and results can be produced on site.
In addition, low-cost medical devices
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and applications that use smartphones
have the potential to radically transform
healthcare diagnosis and treatment in
emerging markets by being easier to use
and significantly cheaper than traditional
alternative medical devices. Advances in
cloud computing and the new ways of
dynamic network management, such

as software-defined networking, will
bring considerable gains in agility and
cost. Private cloud architectures will
provide the needed high security and
high availability.

mHealth by SMS and applications: The
mobile revolution is a key development
of the past two decades. The adoption
of mobile technology occurred faster
than almost any other technology in
world history. In 1991, mobile phone
penetration stood at only one 1% of
the world’s inhabitants, while 25 years
later, it stands at 99% with 4.7 billion
unigue subscribers.?? In Africa, where
fixed Internet penetration stands at

less than 1% but mobile penetration at
807%, the potential to leverage mobile
technology is evident.

Although there is a proliferation of
mHealth applications, digital health
solutions do not always have to be
complex. Phones connecting providers
and individuals via voice, video or
messaging services (including SMS

and platforms such as WhatsApp and
Facebook) can have a substantial
impact. The Ghana Health Service
telemedicine program, supported by
the Novartis Foundation and other
partners, uses a mobile phone to
connect remote primary healthcare
facilities and community health workers
to a teleconsultation center at a referral
facility. In 2013, approximately 54% of the
medical calls received at the center could
be resolved by telephone consultation.

In Malawi, cStock, an mHealth reporting
and resupply system, improved the rate
of availability of medicines from 27%
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to 62%, according to results from the
2011 pilot across six districts, mainly due
to an improvement in stock reporting
rates from 43% to over 80%. Users also
reported that the system took less time
and saved significant effort to resupply
products. The program has now been
scaled up to all of Malawi with reporting
rates continuing to be over 80%.%3

A nationwide program called
MomConnect in South Africa sends
health information on pregnancy via SMS,
and an associated help desk is accessible
by phone. Over one million women have
registered with MomConnect since its
launch two-and-a-half years ago and the
help desk has processed over 500,000
messages. Early results show that HIV-
positive mothers subscribing to the
service have higher rates of antenatal
visits and better birth outcomes than
mothers not subscribing.?*

Mobile phones can also be used

to educate health providers. The
Government of India has launched a
nationwide mHealth program that aims
to train one million community health
workers to reach ten million pregnant
women. To date, 150,000 health
providers in four states have received
the training.®

These mHealth approaches, especially in
LMICs, have the potential to strengthen
the capacity of health providers working
in remote areas, improve quality of

care at the frontline and strengthen
referral systems, thereby also alleviating
the workload at often overburdened
secondary and tertiary facilities.

Connected devices and sensors:
Connected devices, such as wearables
and sensors, can facilitate remote
monitoring, consultation and real-time
analysis. Already one in ten mHealth
applications have the capacity to link
to a sensor or device.?® These devices,
sensors and applications, along with




“Technological advances bring opportunities to enhance patients’ lives. At Novartis,
we want to harness the power of digital health to create innovative solutions that

complement our medicines.”

Joe Jimenez, Chief Executive Officer, Novartis

rapid testing technologies, strengthen
the potential of person-centered care
to facilitate diagnosis and treatment
closer to a person’s home. Many of
these technologies are still in the early
stages of research and development,
but point-of-care devices already show
promise of providing rapid diagnosis by
leveraging mobile phones. A smartphone
accessory connected to a phone has
the potential to detect HIV within fifteen
minutes in a drop of blood from a finger?’
The WellDoc's BlueStar FDA-approved
mHealth monitoring medical device and
application generates tips and education
materials in response to information
entered by Type 2 diabetes patient
about their diet, exercise, medications
and blood glucose readings. It was

able to lower hospitalization rates by
58%, reduce blood glucose levels and
contribute to a 1.9 point drop in HbA1C
from 10% to 5% in 90 days, a result that
is not typically achieved with traditional
methods of diabetes management.?®

The power of information and data:
Mobile data collection applications,

such as the electronic Tool to Improve
Quality Healthcare (eTIQH)?° and
CommcCare, have enabled organizations
and health managers to collect data on
dashboards, providing real-time evidence
for decision-making. The sources and
quantity of health data from mobile
devices, Internet searches and wearables
are growing. Growth in computing
power and predictive analytics is enabling
the study and use of vast amounts of
information that reveal patterns, trends
and associations thanks to Big Data.*°
After the Haiti earthquake in 2010, for
example, research teams used data

from two million mobile phones to

track population movements during

the cholera outbreak which helped aid
organizations know where relief services
and supplies were needed.* Big Data will
create a vital repository of information
for scientists and can accelerate research
and new treatment protocols.

Another promising benefit from digital
health is the long-term saving of

costs that it can offer. A recent report
from GeSl, the Global e-Sustainability
Initiative, and Accenture estimates that
1.6 billion people could benefit from
quality medical services through digital
health solutions, which could generate
over USS$200 billion in additional annual
revenue for the health sector by 2030.%
A report commissioned by GSMA in
2013 found that the increased use of
mobile interventions could reduce
healthcare costs in high-income
countries by US$400 billion by 2017.3
A PricewaterhouseCoopers report
calculated that between 2013 and 2017
mHealth could enable an additional
15.5 million people in Mexico to access
health services and reduce public and
private healthcare spending by USS$3.8
billion. The same report estimated that
mHealth would increase health access to
28.4 million people in Brazil and reduce
public and private healthcare spending
by USS$14 billion.3* Canada calculated
the return on investment (ROI) for the
implementation of electronic medical
records (EMR), telehealth and district
information systems at an estimated
aggregate cost savings of CANS16 billion
since 2007 * (Figure 10).

In addition to generating cost savings,
digital innovations such as mobile
money have the potential to advance
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Figure 10: Canada’s Estimated Aggregate Digital Health Savings

Estimated Aggregate Benefits

(in millions of dollars — inflation adjusted to 2015 dollars)
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central goals such as universal health and large-scale studies to confirm this
care by enabling new mobile-based claim is a barrier to investment.
products in health insurance and
remittances, which can expand coverage These promises of digital health can be
while reducing waste and inefficiencies more rapidly attained with a national
in health system financing. digital health strategy founded on
committed government leadership,
Despite these promising results, effective governance mechanisms, and
more evidence is needed on the cost coordination among the health and ICT
implications of digital health and the sectors. As highlighted in the following
degree to which it can improve health sections of this report, countries
outcomes over the short and long term.3® meeting these conditions can prevent
While there is anecdotal evidence that duplication, harmonize standards,
digital health can bring health benefits, the promote interoperability and ensure the
lack of sufficient rigorous clinical evidence coordination of stakeholders across the

public and private sectors.

“The big challenge is to ensure the sustainability and continuity of digital health
initiatives, whose benefits can sometimes only become apparent after ten to fifteen
years. And to accomplish this, it is fundamental to promote the production of
scientific evidence to raise awareness among decision-makers about the importance
of investing in eHealth.”

David Novillo-Ortiz, Coordinator of PAHO/WHO's Regional eHealth Program
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Developing a
National Digital
Health Strategy




Part 1: Developing a National
Digital Health Strategy

Developing and implementing a national

digital health strategy is not a simple task.

It calls for knowledge about issues that
span the health and ICT domains and

for sustained collaboration between a
diverse set of stakeholders. The process
can take anywhere from three to ten
years, starting with a development

stage then moving to implementation.
Countries do not develop national digital
health strategies in a vacuum. They
undertake many digital activities and
work with components that are likely

to be already in place, such as legacy
health management information systems
(HMIS), telemedicine initiatives, mHealth
projects, electronic health records
(EHRs) or electronic insurance
reimbursement claims.

Clear governance, with elements
including a steering committee and
a dedicated management team, is
essential when developing a national
digital health strategy.

Nigeria provides a case study for this
component of strategy development.

It clearly describes how the country’s
leadership and intragovernmental
cooperation were essential in developing
a comprehensive digital health strategy.
A long-term commitment, a clear vision
of the benefits of digital health and the
support of committed government
leaders made the building of the national
digital health strategy possible.

A national digital health vision and
strategy sets the stage for a common
framework comprising the required
policies and standards, the plans for
financial resources and for strengthening
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the health and ICT workforce, and

the coordination with stakeholders
throughout the entire process. The
common architecture frames the process
for establishing standards to support
interoperability across differing systems
and programs. For example, establishing
government databases or portals for
different systems makes it easier for
programs and solutions to communicate
with each other and for accountability
and monitoring of population health

to be more effective. In addition, a
national digital health strategy facilitates
the drafting of roadmaps to prioritize
approaches, enables initiatives to
move beyond the pilot phase and
reduces the fragmentation of the digital
health landscape.

Laws and legislation, including those for
data privacy and security, are crucial to
the digital health sphere, as the exchange
of health data is particularly sensitive.

A lack of appropriate legislation can
seriously hinder the scaling of digital
health solutions and deter further
innovation and investment. There is

also a fine line between protecting
privacy and fostering innovation. If
regulation is too stringent and not built

in consultation with the health ICT sector
and experts, it may hamper the benefits
of digital health.

Finally, a digital health strategy

can mobilize additional resources,
prioritize needs and build capacity
through external support, such as from
regional networks or partners through
targeted technical training for program
management or technical expertise.

Through all of these efforts, a
government can foster an enabling
environment for digital health.




Policy and regulation

Governments play a key role in enabling and accelerating the digital health
opportunity by implementing the appropriate policies. Clear, consistent
regulatory frameworks that ensure safety and build trust will support adoption
of digital health solutions and encourage investments.

The healthcare and ICT sectors are regulated industries in their own right.
Digital health brings together these two worlds, which calls for a rethinking

of how policy and regulatory frameworks should evolve in order to take into
account the fast-paced technological developments that both worlds are
undergoing. Based on close collaboration across the different government
departments involved, good practices can be adopted from both sectors and
used as a set of digital health policy and regulatory principles that help to drive
deployment and take-up.

In order to move toward the large-scale adoption and integration into clinical
practice of digital health solutions, governments worldwide are recommended
to develop and implement holistic policy and regulatory frameworks in the
following key areas:

Data protection and privacy

e Build trust and confidence through the consistent application of data
protection and privacy principles across the digital health ecosystem. It will
be essential for the success of digital health to gain the trust of patients and
consumers that the privacy of their data will be protected. Privacy is about
the ability of individuals to know and express choice and control over the
way information about them is collected, shared and used.

The term privacy is sometimes used interchangeably with that of security,
although they are two distinct, albeit closely related, concepts. Privacy is
about the appropriate use of information related to an individual, while
security is about the integrity and access to platforms and networks.

Many countries have legislation in place to protect privacy, including
specific rules governing health information. At the same time, the
telecommunications industry has longstanding experience in protecting
privacy and is subject to additional obligations, such as security breach
notification and protecting confidentiality of information and communications.

Digital health does not necessarily require completely new approaches,
but it will be important to remove any unnecessary regulatory barriers and
ensure legal certainty. There are over one hundred data protection and
privacy laws around the world. Governments can facilitate the sharing

of data across borders in a way that is consistent with these laws by
supporting industry best practices and frameworks for the movement of
data and working to make these frameworks interoperable.
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Governments should also ensure that data protection and privacy
legislation is technology-neutral and that rules are applied consistently to
all players in the ecosystem. Inconsistent rules, or inconsistently applied
and interpreted rules, lead to uncertainty for businesses, in turn negatively
impacting investment and innovation. As a result, consistency in the
application of well-established privacy and data protection principles across
the ecosystem and value chains is critical. In addition, regulatory measures
should be balanced and should facilitate the use of data in creating patient-
centered and sustainable healthcare systems.

Medical device regulation:

Ensure quality and safety of digital health solutions through clear,
proportionate and risk-based medical device regulation. Whether
something is considered a medical device is by and large determined by
its intended use. Generically speaking, if a device is intended for diagnosis,
intervention, monitoring and treatment of a medical condition, it will be
considered a medical device. Based on the level of risk or potential to do
harm, medical device regulations specify different classes for these device
types, together with their corresponding regulatory requirements.

When thinking about this in a digital health context, a connected blood
glucose monitor would be considered a medical device. A mobile handset
used by a doctor or nurse, or a fitness tracker, would fall outside this
definition. However, not all cases are necessarily so clear cut. It is therefore
important for companies operating in the digital health space to understand
clearly whether or not their product would be considered a medical device
and subject to the relevant regulatory requirements. Regulation should
provide this level of clarity, sometimes including additional guidance.

The European Union (EU) and the US Food and Drug Administration

(FDA) have made great progress in clarifying this boundary between what
constitutes a medical device versus a wellness or generic device. They

also recognize that regulatory instruments should be proportionate and
risk-based in order to ensure that innovative and transformative solutions
that are safe and effective can indeed reach and benefit consumers.
Governments from other regions of the world can leverage this work and
reference EU and FDA approvals when defining their regulatory frameworks
in order to enable global deployment and ensure global harmonization of
regulatory approaches.

As recognized by the European Commission (EC) and the FDA,

expertise from the private sector that needs to apply the regulation is

very important. This is to ensure that regulatory frameworks are “fit for
purpose” and adapted to technological and scientific developments. This

is particularly important in the digital space where services and solutions
are constantly evolving. Consultation with digital health experts is therefore
recommended. The EC has put this into practice by establishing expert
working groups that support the implementation of medical device regulation.
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Reimbursement policies:

e These policies enable equal access and inclusion through reimbursement
regimes that reward health outcomes. Digital health solutions have the
ability to support increased access to prevention, diagnosis and care and
reduce health inequalities. They are able to follow and support an individual
throughout his or her lifetime, for example, aiding in the prevention of
conditions arising or reducing the likelihood of readmission. Some of these
effects can occur years later, such as the benefit of diabetes management
solutions. Others are measurable only at population level, such as the
benefit of smoking cessation campaigns.

The challenge with current predominant principles of healthcare
payment models, however, is that they are based on reimbursing medical
interventions rather than on achieved outcomes. To facilitate widespread
access to digital health, policies need to evolve in order to move from
intervention-based reimbursement to regimes that reward health outcomes
and support the adoption of innovative, value-based approaches.

Interoperability

e Governments should promote the adoption of common standards and
interoperable platforms in the healthcare sector. The use of common
standards ensures that digital health applications are secure, robust and
easy to use. It further reduces the cost and complexity of developing
applications for healthcare. Interoperability is required to enable digital
health to reach scale and ensure that solutions can be used across systems,
networks and borders.

Governments can support the adoption of common standards by,

for example, incorporating requirements for the use of interoperable
approaches in public health tenders or promoting the development of
digital skills within the healthcare sector. This includes the implementation
of interoperable electronic health record platforms as a fundamental
building block to realize digital health solutions at scale.

Overall, in order to enable global deployments and realize economies of
scale, it will be important to achieve harmonization of these policy and
regulatory approaches around the world. Dialogue and collaboration
between governments across regions will help facilitate a global market
to develop. Further resources can be found in Annex 3.

Source: GMSA
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Three steps are required to develop Committed government leadership and

a national digital health strategy, as the creation of effective governance

described in the WHO-ITU Toolkit: 1) mechanisms for intragovernmental

establishing a national eHealth vision, cooperation between health and ICT

2) developing a high-level action plan, stakeholders, all of whom have well-

and 3) establishing a national eHealth defined roles and responsibilities, will

monitoring and evaluation framework. facilitate engagement with stakeholders.
Leaders stressing the importance of

As shown in Figure 11, engagement with integrated digital health solutions and

stakeholders is an overarching activity systems, rather than disease or technology-

when developing a national digital health specific solutions, can drive coordination

strategy. Early mapping of stakeholders and efficiency of digital solutions in health.

and of existing digital health initiatives is A program management unit and working

part of the initial development process. groups can incorporate stakeholder

The involvement of stakeholders such feedback and advance the strategy

as donors, states, provinces and private- development process.

sector sources should be based on this
mapping process, as well as on the needs
identified as the strategy is developed.

Figure 11: Developing a National Digital Health Strategy

Part1 Part2 Part3

National eHealth vision National eHealth National eHealth

action plan monitoring and
evaluation

+ Engage with stakeholders
* Manage the process

* Establish the strategic content * Develop eHealth
» Learn from trends and experience action nes

* Draft an initial vision

* |dentify required components

+ Gather information on
the eHealth environment

* Assess opportunities
and gaps

Engage with stakeholders * Define indicators for monitoring
and evaluation

Manage the process
*» Define baseline and
target measures

* Define governance

* Develop an integrated action plan and process

+ Determine high-level resource
requirements

* Apply funding restraints
to refine plan

+ Define implementation phases

* Refine vision and develop
recommendations

Source: World Health Organization, National eHealth Strategy Toolkit, 2012
https://www.itu.int/pub/D-STR-E_HEALTH.05-2012
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A strategy that is realistic, practical

and achievable guides digital health
stakeholders and activities during
implementation. Although most of

the case studies in this report are from
countries that are already implementing a
national digital health strategy, the researc